Installing Websense Data

Security

The following procedures describe how to install Websense Data Security. The
installation process and results depend on which components and which agents you
choose to install.

Prerequisites

Prior to Websense Data Security installation, make sure the following hardware and
software requirements are met and that the following are installed on the server where
Websense Data Security is to be installed.

For optimized performance of Websense Data Security, verify that the operating
system’s file cluster is set to 4096B. For more information, see the Websense
knowledge-base article: “File System Performance Optimization.”

Data Security Management Server hardware requirements

Data Security
Management Server

Minimum Requirements

Recommended

CPU

2 Dual-core Intel Xeon processors
(2.0 GHz) or AMD equivalent

2 Quad-core Intel Xeon processors
(2.0 GHz) or AMD equivalent
Note: The Management Server can
not have more than 8 cores.

Memory 2GB 4 GB

Hard drives 2-72GB 4-146 GB
Disk space 144 GB 292 GB
Hardware RAID 1+0 1+0
NICs 1 2
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Data Security Server hardware requirements

Data Security Server | Minimum Requirements Recommended

CPU 2 Dual-core Intel Xeon processors | 2 Quad-core Intel Xeon processors
(2.0 GHz) or AMD equivalent (2.0 GHz) or AMD equivalent

Memory 2GB 4GB

Hard drives 2-72GB 4-146 GB

Disk space 72 GB 292 GB

Hardware RAID 1 1+0

NICs 1 2

Data Security Server software requirements

The following requirements apply to all Data Security servers, including the
management server:

Windows 2003 standard R2 edition with the latest SP.
Windows installation requirements:

Set the partition to 1 NTFS Partition. For more information, see the Websense
knowledge-base article: “File System Performance Optimization.”

Regional Settings: should be set according to the primary location. If
necessary, add supplemental language support and adjust the default language
for non-Unicode programs.

Configure the network connection to have a static IP address.

Install the following Windows components by running appwiz.cpl from Start
> Run and selecting Add/Remove Windows Components.

The Data Security Manager computer name must not include an underscore
sign. Internet Explorer does not support such URLS.

Short names cannot be enabled.

+ Application Server

ASP.NET

Create a local administrator to be used as a service account.

It’s necessary to set the system time accurately on the server onto which you
install the Data Security Server.

In addition, the Data Security Management Server requires the following to support
the Data Security Manager user interface:

+ Adobe Flash Player v8 or beyond

This is required for the Data Security Today and System Health dashboards. All
the other functions of the manager interface can operate without Flash.

+ One of the following Web browsers :

Internet Explorer 7
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= Internet Explorer 8
m  Firefox 2
s Firefox 3

If you have another browser or version, the user interface may behave in
unexpected ways or report an error.

Domain considerations

The servers running the Data Security software can be set as part of a domain or as a
separate workgroup. If you have multiple servers or want to perform run commands
on file servers in response to discovery, we recommend you make the server(s) part of
a domain.

However, strict GPOs may interfere and affect system performance, and even cause
the system to halt. Hence, when putting Data Security servers into a domain, it is
advised to make them part of organizational units that don’t enforce strict GPOs.

Also, certain real-time antivirus scanning can downgrade system efficiency, but that
can be relieved by excluding some directories from that scanning. See Antivirus
configuration, page 44 for configuration information. Please contact Websense
Technical Support for more information on enhancing performance.

Protector hardware requirements

Protector Minimum Requirements Recommended

CPU 2 Dual-core Intel Xeon processors 2 Quad-core Intel Xeon processors (2.0
(2.0 GHz) or AMD equivalent GHz) or AMD equivalent

Memory 2GB 4GB

Hard drives 2-72GB 4 -146 GB

Disk space 70 GB 292 GB

Hardware RAID 1 1+0

NICs 2 (monitoring), 3 (inline) 2 (monitoring), 3 (inline)

Recommended (optional) additional NICs for inline mode:

The following Silicom network cards are supported by the protector appliance. NICs

SKUs are:

o PEGA4BPi - Intel-based Quad-Port Copper Gigabit Ethernet PCI-Express Bypass
Server Adapter

o PEG2BPi - Intel-based Dual-Port Copper Gigabit Ethernet PCI-Express Bypass
Server Adapter

o PXG4BPi - Intel-based Quad-Port Copper Gigabit Ethernet PCI-X Bypass Server
Adapter
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o PXG2BPi - Intel-based Dual-Port Copper Gigabit Ethernet PCI-X Bypass Server

Adapter

& PEGZ2Fi - Intel-based Dual-Port Fiber (SX) Gigabit Ethernet PCI-Express Server
Adapter

o PXGZ2Fi - Intel-based Dual-Port Fiber (SX) Gigabit Ethernet PCI-X Server
Adapter

Installing Data Security

Do the following to install Websense Data Security:
1. Install the management server. This includes any agents you’ll require on the
server. (For example, the endpoint server agent or SMTP agent.)

2. Install supplemental Data Security servers, if any. For help determining the
number of servers required, refer to Chapter 7: Sizing and Scaling.

3. Install any agents you will be using off the Data Security servers. (For example,
the printer agent, Exchange agent, or ISA agent.) This is described in Chapter 4.

4. Install the protector. This is described in Chapter 4.

Installing the Data Security Management Server

Note

J Those users with Websense Web Security Gateway
Anywhere software need only to install the management
server.

1. Close all Windows programs on the management server before starting
installation.

2. Unzip the installation package and place its folders in the same location as the
.msi file. This includes the Database 10g folder.

3. Double-click the DSS 7.5.msi file in the Websense Data Security directory.

During the Data Security installation, the installer verifies that the .NET 2.0 server
is installed. If not, it is installed.

Follow the instructions on the screen. Click the Next button to proceed throughout
the installation.
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jg- Data Security Installation Wizard o ] |

DY) Welcome to the

SECURITY Data Security v7.5 Installation
Wizard

This wizard will install Data Security

Exit all Windows programs before running the Installation ‘wizard,
Click Mest to proceed throughout the installation.

Wi RMING: Thiz program iz protected by copuright law and
international treaties.

|dnauthorized reproduction or diztribution of thiz program, or any
partion af it, may result in zevere civil and criminal penalties, and
will be prozecuted to the masimum estent pozsible under lai.

Cancel |

FASENTIAL INFORMATION PROTECTION™

4. Read the license agreement carefully before selecting the “I accept the license
agreement” radio button and clicking Next in order to proceed.

ii,:'.:'— Data Security Installation Wizard

DATA
SECURITY

Subscription Agreement

It iz neceszany to accept the terms of the subzcription agreement
in order to proceed with Data Security installation.

WEBSENSE =l

SUBSCRIPTION AGREEMENT

IMPORTANT - THIZ SOFTWARE I3 FROVIDED ONLY ON THE CONDITION THAT
THE SUBSCRIBER (REFERRED TO I THIS AGREEMENT AS “SUBSCRIBER™)
ACGREES TO THE TERMS AND CONDITIONS SET FORTH IN THE FOLLOWING
LEGAL AGREEMENT BY WEBSENSE, INC. AND/OR ONE OF ITS SUBSIDIARIES
(REFERRED TO IN THIZ AGREEMENT A% “WEBSENZE™). READ THI3
ACGREEMENT CAREFULLY BEFORE ACCEPTING IT. BY CLICKING ON THE 1
ACGREE” EUTTON BELOW OR BY USING THE 30FTWARE, YOU ACKNOWLEDGE

THAT VAT HaTE PRAT THIS & ARERMENT AND ITHOFRITAWOIT WM THaT L

f+ 1 accept the licenze agreement

| do not accept the license agreement

< Back | Hewt » I Cancel |

5. Select a folder on the server into which to install Data Security. By default, it’s
stored in C:\Program Files\Websense\Data Security Suite.
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i‘;=' Data Security Installation Wizard

DATA
SECURITY

Destination Folder

Select the folder into which the application will be installed.
The filez will be inztalled in the following folder:

Destination Folder
(C:\F’rngram Filez\\wWebzenze\Data Security’,

< Back | Hewt » | Cancel |

6. For type of installation, select Data Security Manager and click Next.

ii{.j— Data Security Installation Wizard

Installation Type

This is the tpical installation bwpe recommended for most users.
AllwWebsense Data Security features are installed, including:
[iata Securty banager, Data Security Server, and agents.

{~ Data Security Server

a This installation type includes the following Websense Data

Security features: Data Securty Server and agents.

" Agents Onhy

@ This installation type enables Agents inztallation.

< Back I Mest > I Cancel |

7. Click on the drop-down list next to each icon to select which agents to install.
Subsequent screens depend on which options are selected here. The listed agents
depend on which components Data Security detects on your system. On the
management server, no agents are required.
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8.
9.

10.

You might install the SMTP agent. (This is selected by default.) The crawler—
also known as the Discovery and Fingerprint agent—is installed automatically on
the Data Security Management Server.

Note

J Websense does not recommend you install the Printer
agent, ISA agent, or Exchange agent on a Data Security
server in production environments. This procedure
assumes you’ve selected the default settings. Your
procedure may vary.

ji& Data Security Installa

ation Wizard
ation Wizal

Agent Selection (Management Data Security Seruer"

~E [ 2] Agents ) } ) Feature Description:
= ~ | Discovery and Fingerprin
fe 3w | Printer Agent Select which Agentls] you wish to install.
Lo = | SMTP Agent

This feature will be installed on the local hard
diive.

Thiz feature requirez 2052KE on your hard
drive. It has 2 of 3 subfeatures zelected. The
| | v | | subfeatures require E7ME on your hard drive.

Rezet | < Back | Heut » I Cancel

Click Next to continue with the installation process.

When prompted, click OK to indicate that services such as ASP.NET and SMTP
are enabled.

The Oracle Server Connection screen determines the location to which the Data
Security Manager database is installed, and credentials used to access it. Browse
to the location where the Oracle Table Space is to be stored.

If a database is not already installed on the system, use the edit boxes on the
bottom of the dialog box to define both the system and the SA passwords. The
system account is a general master account for the database, while the SA account
is an administrative account for the Data Security software.

If, on the other hand, a database is already installed on the system (from a prior
installation, for example), use the edit box on the left to enter the password for the
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system account, and the edit boxes on the right to define a password for the SA

account.

i‘;=' Data Security Installation Wizard

Oracle Server Connection

Select a location for Oracle Table Space into which the Oracle database files will be
ghored, Input security credentials enabling the Data Security to establish

communication with the Oracle Server.

DATA
SECURITY

Destination Folder
’7 C:horaclehproducts10.2.0haradata’

[~ %M suppart

Oracle database admin account

Llzer Marne: IS}'StEITI
Pazzward: I
Confirn Passward: I

Oracle database user account

User Mame: IS!—\
Password: I
Confirn Paszword: I

< Back | Ment »

| Cancel |

11. The PreciselD Database Destination Folder screen enables you to set a destination
location for the Data Security PreciselD database into which all fingerprints are
stored. The PreciselD database stores and serves fingerprints to the Data Security

application.

ii,:'.:'— Data Security Installation Wizard

PreciselD Database Destination Folder

Select the folder into which the PrecizelD Databage will be installed.
The filez will Be inzstalled in the fallowing folder:

DATA
SECURITY

" Destination Folder

C:\Program FileghwebzensehD ata SecurityPrecizel D DEY

< Back Hewt »

Cancel
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12. The Virtual SMTP Server screen appears only if you select SMTP Agent in the
agent installation options and there is more than one virtual SMTP server detected
on the network. In this case, select which virtual SMTP server should be bound to
the Data Security SMTP agent.

i‘,{% Data Security Installation Wizard

_ g T DATA
Virtual SMTP Server | SECURITY

Select aVirtual SMTF Server from the option below;

Select Yirtual Server: Default SMTP Yirtual

< Back | Mewut » I Cancel |

In the Server IP Address screen, select the IP address to be used to connect to the
Data Security Manager.

i‘,{% Data Security Installation Wizard

2 & DATA
Server IP Address | SECURITY

< Back | Mewut » I Cancel
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13. Enter the local administrator user name and password according to the
instructions indicated.

ii,;:'— Data Security Installation Wizard

DATA
SECURITY

Local Administrator

For the Data Security to operate, it is necessam to define a local administratar. T his
must be ah administrator who has complete access to all Windows Servers that are
ingtalled with 2 Data Security Server. [t iz recommended to uze the zame Usemame
and Password acrozs all Data Security Servers. Uze the Browse button to chooze
uzers from pour network. For domaing, uzer names must be in the format of
DOMAIMNY zerM ame. For local administrators, please use the
Computert ameiU gert ame format.

UserName: |13/ 2K3ENT-00 \badministrator Eianee.. |

Password: I xxxxxxxx

Mew Uszer. . |

< Back | Mewut » I Cancel |

14. If all the information entered is correct, click the Install button to begin
installation.

ii,;—ﬂ' Data Security Installation Wizard

DATA
SECURITY

Installation Confirmation

‘wiebzenze Data Security iz prepared to begin inztallation.
Click. the Inztall button to proceed.

b ake zure that thiz Server Date and Time are comect.

The Data Security Manager will izsue cedificates according to wour zettings.
Current Date: 3418/2003
Current Time; 3:16:14

[W¥  Create Desktop Shortouts

< Back | Install » I Cancel |

Installation may take a while. If the installation process is lengthy, do not assume
that the installation has encountered an error unless a specific failure notification
is displayed.

Once installation is complete, the Installation Successful screen appears to inform
you that your installation is complete.
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Pay special attention to the machine date and time. The time does not have to be
synchronized to the second, but it must be reasonably accurate to avoid
registration failure.

Installing Data Security on a virtual machine

Websense Data Security supports installations over Virtual Machines (VM), but to do
so you must upgrade to Oracle Database 10.2.0.4 by applying a patch, available
through the install process. In addition, the following must be adhered to before
installing Virtual Machines via ESX (VMWare):

¢ VMWare tools must be up to date.
+ Protector must have at least a 20GB Hard Disk.
+ Protector installation must have more than 1 NIC - (w/monitor at least 2 NIC).

If Oracle is not pre-installed, VM users will see a checkbox in the installer. Select that
box and Oracle 10.2.0.4 will be installed. (Otherwise, Oracle 10.2.1.0 is installed.)

iig Data Security Installation Wizard

DATA
SECURITY

Oracle Server Connection

Select a location for Oracle Table Space into which the Oracle database files will be
ghored, Input security credentials enabling the Data Security to establish
communication with the Oracle Server.

C:horaclehproducts10.2.0haradata’

" Destination Folder

| [~ %M support |

Oracle database admin account——————— Oracle database user account

User Mame: Isystem Uzer Mame: IS!—\
Pazzword: I Password: I
Confirm Passward: I Confirn Paszword: I

< Back | Ment » | Cancel |
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Installing supplemental Data Security servers

If you require one or more supplemental Data Security servers in your network, follow
the steps in this section. See Chapter 7 for guidelines on when supplemental servers
may be required.

Note

‘/ Do not install a Data Security Server on a Microsoft
Exchange or ISA server in a production environment.
ISA Server and Exchange Server consume so many
system resources,Websense recommends you keep
the Data Security Server separate.

1. Close all Windows programs on the supplemental server before starting
installation.

2. Unzip the installation package and place its folders in the same location as the
.msi file. This includes the Database 10g folder.

3. Double-click the DSS 7.5.msi file in the Websense Data Security directory.

During the Data Security installation, the installer verifies that the .NET 2.0 server
is installed. If not, it is installed.

Follow the instructions on the screen. Click the Next button to proceed throughout
the installation.

ii,;:'— Data Security Installation Wizard o ] |

DAY Welcome to the
SECURITY Data Security v7.5 Installation
Wizard

This wizard will install Data Security

Exit all Windows programs before running the Installation ‘wizard,
Click Mest to proceed throughout the installation.

Wi RMING: Thiz program iz protected by copuright law and
international treaties.
|dnauthorized reproduction or diztribution of thiz program, or any

we,bsa1seﬂ|= partion af it, may result in zevere civil and criminal penalties, and
will be prozecuted to the masimum estent pozsible under lai.
FASENTIAL INFORMATION PROTECTION™
Cancel |

< Back
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4. Read the license agreement carefully before selecting the “I accept the license
agreement” radio button and clicking Next in order to proceed.

ii:'\:‘“ Data Security Installation Wizard

DATA
SECURITY

Subscription Agreement

It iz necessary to accept the terms of the subscription agreement
in order to proceed with Data Security ingtallation,

WEBSENSE 2
SUBSCRIPTION AGREEMENT

[WPORTANT - THIS 30FTWARE [3 PROVIDED ONLY ON THE COWDITION THAT
THE 3UBSCEIBER (REFEFRED TO IN THIZ AGREEMENT A3 “SUBICRIBER™)

AGREEES TO THE TERMS AND CONDITIONS 3ET FORTH WM THE FOLLOWING
LEGAL AGREEMENT BY WEESENIE, INC. ANDVOR ONE OF IT3 SUBSIDIARIES
(REFEREED TC [N THIS AGREFEMENT A5 “WEBSENZE™). READ THIS

AGREEMENT CAREFULLY BEEFORE ACCEFTING IT. BEY CLICKING ON THE “I

ACGEEE” BUTTOM BELOW OR BY USING THE 30FTWARE, YOU ACKNOWLEDGE
TH AT VAT H 4 UE BEAT THIR & MRPERMENT ANDITHOERSTANMDIT WD THaT T

¥ i accept the license agreement

| do not accept the license agreement

< Back | Heut » I Cancel |

5. Select a folder on the server into which to install Data Security. By default, it’s
stored in C:\Program Files\Websense\Data Security Suite.

ii,:—-'- Data Security Installation Wizard

DATA
SECURITY

Destination Folder

Select the folder into which the application will be installed.
The filez will be installed in the fallowing folder:

Destination Folder
(C:'\F’mglam FilestwebzenzeiD ata Securityh,

< Back | Heut » | Cancel |

6. For type of installation, select Data Security Server and click Next.
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ii,? Data Security Installation Wizard

DATA
SECURITY

Installation Type

(" Data Security Manager

Thiz iz the typical installation bype recommended far most users.
All'webzenge Data Secuity features are installed, including:
D ata Security Manager, Data Security Server, and agents.

Thiz installation type includes the following Webzense Data
Secuty features: Data Security Server and agents.

@ Thiz installation type enables Agents installation,

< Back | Hewt » I Cancel |

7. Click on the drop-down list next to each icon to select which agents to install.
Subsequent screens depend on which options are selected here. The listed agents
depend on which components Data Security detects on your system. On a
supplemental Data Security server, no agents are required.

You might install the SMTP agent. (This is selected by default.) The crawler—
also known as the Discovery and Fingerprint agent—is installed automatically on
a Data Security server.

~B | E3x] Agents Feature Description:

=3~ | Discovery and Fingerprin
¥ | Frinter Agent Select which Agentfz] vou wish to install

=~ | SMTP Agent

Thiz feature will be installed on the local hard
drive.

Thiz feature requires 2052EB on your hard
diive. [t has 2 of 3 subfeatures selected. The
LI | ¥ subfeatures reguire 67ME on your hard drive.

Beset | < Back | Hewt » I Cancel

8. Click Next to continue with the installation process.
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9. The Virtual SMTP Server screen appears only if you select SMTP Agent in the
agent installation options and there is more than one virtual SMTP server detected
on the network. In this case, select which virtual SMTP server should be bound to
the Data Security SMTP agent.

i‘,{% Data Security Installation Wizard

_ g T DATA
Virtual SMTP Server | SECURITY

Select aVirtual SMTF Server from the option below;

Select Yirtual Server: Default SMTP Yirtual

< Back | Mewut » I Cancel |

10. In the Server IP Address screen, select the IP address to be used to connect to the
Data Security Manager.

i‘,{% Data Security Installation Wizard

2 & DATA
Server IP Address | SECURITY

< Back | Mewut » I Cancel
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11. Itis necessary to register with the Data Security Manager. Enter the host name or
IP address of the Data Security Manager and its one-time password (set during
Data Security Manager installation).

ii,;:'— Data Security Installation Wizard

[& DATA
L= SECURITY

Registration with the Data Security Manager

Enter the IP address of a Data Security Server which would route the registration
through the Data Security kM anager.

Tupe a privileged uzer which haz rightz to regizter components on the Data Security
td ahager.

D ata Security Server [P Address: ||
Data Security Manager User: I
Data Security Manager Pazsword: I

< Back | Mewut » I Cancel |

12. Enter the local administrator user name and password according to the
instructions indicated.

ii,? Data Security Installation Wizard

- . TR DATA
Local Administrator | SECURITY

Far the Data Security to operate, it iz necessary to defing a local administrator. This
mugt be an adminigtrator who has complete access to all Windows Servers that are
inztalled with a Data Security Server. It is recommended to use the zame U zermame
and Paszsword acrozs all Data Security Serverz, Use the Browse button to chooze
users from your network. For domains, user names must be in the format of
DOMAINY gerM ame. For local administrators, pleasze uze the
Computert ametU sert ame farmiat.

UserMName:  [D3:4/1N2K 3E N T -0 Administrator Bromse... |

FPazzward: Ixxmmxxx

Mew User... |

< Back | Ment » I Cancel |

13. If all the information entered is correct, click the Install button to begin
installation.
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ii,? Data Security Installation Wizard

DATA
SECURITY

Installation Confirmation

‘wiebzenze Data Security iz prepared to begin inztallation.
Click. the Inztall button to proceed.

b ake zure that thiz Server Date and Time are comect.

The Data Security Manager will izsue cedificates according to wour zettings.
Current Date: 3418/2003
Current Time; 3:16:14

[W¥  Create Desktop Shortouts

< Back | Install » I Cancel |

Installation may take a while. If the installation process is lengthy, do not assume
that the installation has encountered an error unless a specific failure notification
is displayed.

Once installation is complete, the Installation Successful screen appears to inform
you that your installation is complete.

Pay special attention to the machine date and time. The time does not have to be
synchronized to the second, but it must be reasonably accurate to avoid
registration failure.

Configuring security software for Data Security

This section tells you how to set up and configure network security components that
must work in harmony with Data Security. These include:

+ Firewall configuration

+ Antivirus configuration

Firewall configuration

The most robust and effective implementation of Data Security depends on certain
ports being open to support the mechanics of the software. The table below lists the
ports that need to remain open for all of the Data Security software/hardware
configurations.

If you have a security policy in place, exclude these ports from that policy so that Data

Security can operate properly. If you do not, the policy you have in place may disrupt
Data Security functionality.

Deployment Guide » 41



Installing Websense Data Security

You can lock down or “harden” your security systems once these ports are open.

Component

Human Interface Device

To/From

To Data Security Manager

Ports

' Port 3389 for remote desktop

Port 8443 for the Manager’s Web GUI

Data Security Endpoint
Client

To Data Security
Endpoint Server

Ports 80 and 443

Data Security Endpoint
Server

To Data Security Manager

Port 443 for retrieving Fingerprints and
NLP scripts

Port 8888 for retrieving status
Port 9443 for sending EP status

Printer Agent, ISA Agentand

To Data Security Manager

Port 8888 for registration

Exchange Agent Port 443 for Secure Communications
To Data Security Content | Port 8888 for registration
Server Port 443 for Secure Communications
SMTP Agent To Data Security Manager | Port 8888 for registration
Port 443 for Secure Communications
To Data Security Content | Port 8888 for registration
Server Port 443 for Secure Communications
From Previous MTA Port 25 (SMTP)
To next-hop MTA: Port 25 (SMTP)
WWS / WSS From Data Security Port 56992
Manager
From Data Security Port 56992

Content Server

Data Security Protector

ICAP Clients
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To Data Security
Manager:

From Data Security
Manager:

To Data Security Content
Server:

From Data Security
Content Server:

To Data Security
Protector:

Port 8888 for registration
Port 8880
Port 8892 for Syslog

Port 8888 for settings deployment
Port 22 for console access

Port 443 for analysis

Port 8888 for settings deployment
Port 22 for console access

" Port 1344 (ICAP)
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Component

Discovery and Fingerprint
Agent

To/From

To Data Security
Manager:

From Data Security
Manager:

To Data Security Content

Server:

Ports

" Port 8888 for registration.

Port 443 for Secure Communications
Port 9797 - crawler listening port

Port 8888 for registration
Port 443 for Secure Communications

Exchange Server

From Discovery and
Fingerprint Agent:

Ports 443 and 80

File server

From Discovery and
Fingerprint Agent:

Ports 139 and 445 for file-sharing access

Sharepoint server

From Discovery and
Fingerprint Agent:

Ports 443 and 80

Database server

From Discovery and
Fingerprint Agent:

The port that allows connection to the
database (according to database type)

Data Security Manager

From Data Security
Content Server:

Port 8888 for registration

Port 9443 for registration and incidents
Port 1433 for MSSQL access

Ports 139 and 445 for file-sharing access
Ports 5813 through 5821 - FR Repositor
Ports 5230 and 5300 for the Event Manager
Port 8005 for the Tomcat server

Port 8453 for the User Repository

Port 443 for Secure Communications

Port 8892 for Syslog

Data Security Content Server

From Data Security
Manager:

Ports 139 and 445 for file sharing
Port 8888 for registration

Port 8889

Port 8892 for Syslog

Following is a server configuration and port assignments diagram:
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E\ Websense Data Security v7.5 Ports

Managamant Desktop

Sﬁrf/ ";

j Websense Web Filtering Active Divectory. ADAM\ Domino
S &

5,0,
Corporate Exchange T s
Server e, sagal 383 (LDAP) | aas
. (Linking Service] 3268 (Global Catalog) (Defadt)

/ P o797
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L ) -+
s
o )
& |7 Twes 443
Database Server Discovery and
fingerprinting agent

8888, BBBO, 8391, B892,
443

)
o o - —
b 4 B8RS, BAE9, B8E. 138, 445

DSS Server

&/

Sharepaint Server

File Server % i % ? :\_‘ @
el . ] P I -

IS4 Agent Printer Agent Exchange Agent SMIP Agene Endpoint Client

(Exchange 2003)

ﬁ e —— Outgoing Email Corporate Email
MTA Server

1344
TCAP Clients

25
(Explicit MTA)
DSS Protector

25
(Explicit MTA)
3888, 44/ 8888, 4asI 8888, 443] 8888, 443 .\m 180 ﬁ

Quigoing Email
MIA

[g\ Full Scenario

Antivirus configuration

To prevent Data Security performance degradation, you need to exclude some
directories from antivirus scanning. If you are running antivirus software, configure it
to exclude the following directories from antivirus scanning on all Data Security

Servers and Data Security Managers:

%DSS_HOME%

*:\Oracle\*.* *:\Program files\Oracle\*.*
*\Inetpub\mailroot\*.* - (typically at the OS folder)
*\Inetpub\wwwroot\*.* - (typically at the OS folder)
C:\Documents and Settings\<user>\Local Settings\Temp\*.*
%WINDIRY\Temp\*.*

Endpoint processes: DSER.EXE and DSERUI.EXE
EP adapter processes: EndPointClassifier.exe and kvoop.exe

® 6 6 ¢ 6 0 0 0 o

The forensics repository (configurable; defaults to Websense folder)

See your antivirus software documentation for instructions on directory exclusions.

On non-management servers, such as Data Security analyzers, exclude the following

directories from antivirus scanning:
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%DSS_HOME%

*\Inetpub\mailroot\*.* - (typically at the OS folder)
*\Inetpub\wwwroot\*.* - (typically at the OS folder)
C:\Documents and Settings\<user>\Local Settings\Temp\*.*
%WINDIR%Y%\Temp\*.*

The forensics repository (configurable; defaults to Websense folder)
Endpoint processes: DSER.EXE and DSERUI.EXE

EP adapter processes: EndPointClassifier.exe and kvoop.exe

® 6 ¢ 6 6 0 0o o

Note

‘/ Regarding the default installation folder locations in the
list above, you can configure the software to install to
other locations.

The FP-Repository folder is usually located inside the
installation folder, but can be configured to other locations.

The location of Oracle files can also be configured during
installation.

On endpoint installations, excluding the installation folder
is sufficient.

Modifying a Data Security installation

To modify an existing Data Security installation, from Start | Settings | Control
Panel |Add/Remove Programs, select Data Security and click the Change/Remove
button.

Select Modify from the Application Maintenance screen. This will enable you to
review the installation screens, making modifications as necessary. For more
information about the installation options, see the Websense Data Security Users
Guide.

Recreating Certificates

From the Modify menu, you can also use this procedure to re-certify the server. In the
initial authentication, the Data Security Server trades certificates with the other
servers in the network.

To re-run the security communication between Data Security components, select
Modify.

In the Recreate Certificate Authority screen, check the Recreate Certificate
Authority checkbox.

Set a new one-time password.
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After recreating certificates, you must re-register all agents, and the Reestablish
Connection process must be repeated for each agent.

Repairing the installation

Use the Repair option to restore the installation configuration to its last successful
state. This can be used to recover from various corruption scenarios, such as binary
files getting deleted, registries getting corrupted, etc.

Uninstalling Data Security

To uninstall Websense Data Security, from Start | Settings | Control Panel |Add/
Remove Programs, select Data Security and click the Change/Remove button.

Select Remove from the Application Maintenance screen. This completely uninstalls
all Data Security components.

Click the Uninstall button to remove Websense Data Security completely.

Uninstallation only removes the Websense Data Security software. The Oracle
software and server remains.
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